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Abstract. Throughout this talk, we will place ourselves in finite fields
whose theory originates in the work of the French mathematician Evariste
Galois. After briefly presenting some main cryptographic problems in
symmetric cryptography in the context of block ciphers and highlighting
our main motivations, we focus on some underlying fundamental math-
ematical problems and discuss some algebraic approaches and ingredi-
ents used at the core of the methodologies. We shall also present recent
achievements in algebraic equations and address open questions, particu-
larly those aimed at implementing methods to solve equations over finite
fields and making them available to theorists, notably cryptographers

and sequences designers.



